Massive Deception Occurring on 
Amazon.com That Tricks Buyers and 
Outcompetes Other Sellers Unfairly 



I came across something very disturbing while shopping on Amazon. Prior to my 
discovery, I had always thought that Amazon had done a decent job in thwarting 
seller fraud. But the past week, I discovered that there is a very sophisticated form 
of deception occurring and on a mass scale by a single seller or organized group of 
sellers. 

Background 

First some background on selling on Amazon. Most of us are buyers on Amazon. 
Amazon also allows third party sellers to setup a "store" on Amazon that allows 
them to sell their products. Selling on Amazon is very competitive and the keys to 
successfully selling a product are determined by effectively 3 things. These are: 

1] Product marketing and how well you have described your product on the 
Amazon product page. This includes text description and nice product 
images. 

2] A decent price. If there are multiple sellers selling the same product you 
want to make sure you are selling at a competitive price. 

3] 5 star product ratings. If you're a seller you want your product to achieve 
that coveted 5 star rating. This 5 star rating attracts other buyers and gets 
your product noticed. 

I didn't mention customer service, because that goes hand in hand with a 5 star 
rating. If you have great customer service you'll get high ratings for that and your 
product. If you have poor service, well, that will reflect with a low rating. 

The two points: Product marketing and pricing are pretty much directly controlled 
and influenced by the seller. But the reviews are not directly controlled, or so it 
would seem. Read on. 

Amazon does a good job of policing and monitoring product reviews. It is well 
known that Amazon will remove reviews if they deem it inappropriate or has been 
submitted against their review policy. Some of these might be reviews that discuss 
pricing or if the seller, themselves, submitted their own product reviews. And yes, 



Amazon does check your IP address and your MAC address to ensure you don't 
submit reviews from the same computer more than once. 

If a seller can control the reviews, they will pretty much ensure that they have a 
winning product that will sell well. This is why Amazon strictly prohibits sellers 
from influencing reviewers to give positive reviews. This is where I discovered that 
the reviews could be gamed on a massive scale. 



The Disturbing Discovery 

What I came across was a disturbing scheme to garner fake reviews in order to 
pump up a products rating to drive sales traffic to their product. This isn't just small 
time fake review generation by getting your relatives and friends to make purchases 
and then submit guaranteed 5 star reviews. I am talking about massive fake reviews 
on hundreds of products by hundreds of reviewers submitting hundreds of fake 
reviews. 

So how did I come to this discovery? Please follow along as I take you through my 
discovery: 



While surfing for products on Amazon I noticed this page that sells a Magnetic 
Screen Door http: / /www.amazon.com/Magnetic-Screen-Door-Guaranteed- 
information/dp/B00LU38738/ref=aag m pw dp?ie=UTF8&m=ARKUFZlD30VP 



□ 

amazon 



fiien) 




hc-fvum P(M trim -n» Kumi«7 



MagnsLc Screen door - Maw G Improved CNssign - Try 
it RISK FREE For 3D Days! Gjaranresd bo Close 
QuiCftly & SoamlCSSly iiv&i'y Tin ft! Sfrc? details for nirjfe 
inicrmaliwi a&eu« ou^ "Beuai- Than Moroy Back" Risk 
Fraa Guaranlse... 



Th* ikimA cil the- ^HIp* 



H1.3-LJ 



Cm ■ ..- 



Bwh Q|] f @ 



ftA-lft A ft £mi 



I then click on the seller name Breakthrough Premium Products 

http://www.amazonxom/gp/aag/main?ie=UTF8&asin=&isAmazonFulfilled=l&isC 
BA=&marketplaceID=ATVPDKIKX0DER&orderID=&seller=ARKUFZlD30VP and 
discover that it only has one product that they sell. Note that I highlighted the 
About Seller description - you'll see why further down. 
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I go back to the Magnetic Screen Door product page and scroll down a little bit and 
see the section Customers Who Bought This Item Also Bought. I notice 
customers buying the Magnetic Screen Door also purchased this shiny Bird 
Repellent Tape 
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So I click into the Bird Repellent Tape link http://www.amazon.com/De-Bird- 
Repellent-Tape-Holographic-No-Questions- 

Asked/dp/B00LH28WK0/ref=aag m pw dp?ie=UTF8&m=A3E5ZZ3DL804PS 



And see this product page: 
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And from here I click in to the seller's page Tried-and-True 

http://www.amazonxom/gp/aag/main?ie=UTF8&asin=&isAmazonFulfilled=l&isC 
BA=&marketplaceID=ATVPDKIKX0DER&orderID=&seller=A3E5ZZ3DL804PS 
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From here I notice something that catches my eye and seems odd. Tried-and-True's 
About Seller description matches the same descriptive pattern as the seller, 
Breakthrough Premium Products (the seller of the Magnetic Screen Door]. This 
is Coincidence #1. Even more odd is that Tried-and-True is selling only one product 
too, which I mentally log as Coincidence #2. 

Having similar About Seller descriptions and one product in each store may be 
justified. The seller could be one in the same and decide to have separate business 
entities. But I know Amazon doesn't allow this often without a good business 
reason and separate bank accounts for accounting purposes. 

I then go back to the Bird Repellent Tape page and scroll down to the its section 
Customers Who Bought This Item Also Bought this Bird Repellent Tape and see 
this: 
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I see that customers who have bought the Bird Repellent Tape have also bought the 
Magnetic Screen Door. Interesting. This is Coincidence #3. 



What made me curious about looking into this further was that both stores with 
their one product had almost near perfect 5 star product rating - for me this is 
Coincidence #4. 

So to summarize, I discover these 4 coincidences on apparently two different sellers: 
Coincidence #1 - Both sellers have the same About Seller descriptions. 
Coincidence #2 - Both sellers are just selling one product. 
Coincidence #3 - Customers who have bought Magnetic Screen Door have also 
bought the Bird Repellent Tape. 

Coincidence #4 - Both products have near perfect 5 star ratings. 

At this point, I suspect that Breakthrough Premium Products and Tried-and-True 
are not two separate sellers, even though they have different seller names. 

I decided to investigate further and begin to read the product reviews for each 
product. 

As I read through the reviews of each product I discover that the reviews of the 
product are submitted by the same people. 

Let me show you what I mean: 
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These are profile pages of reviewers Angela Brown, Lesli, and Daniel. The shocking 
discovery is that each of their review history reveals that they all have given 5 star 
reviews to both the Magnetic Screen Door and the Bird Repellent Tape. I've had to 
Photoshop and move the reviews up on the screenshot presented here to show you 
my discovery because the reviews scroll off the screen. But you can feel free to visit 
these reviewer's profile pages and confirm the reviews for yourself. 

Angela Brown's Profile Page 

http://www.amazon.com/gp/pdp/profile/A2TXC63EZNXCVP/ref=cm_cr_dp_pdp 
Lesli's Profile Page 

http://www.amazon.com/gp/pdp/profile/A8XG4YHHLQHXZ/ref=cm_cr_dp_pdp 
Daniel's Profile Page 

http://www.amazon.com/gp/pdp/profile/AD02ELDM404PE/ref=cm_cr_dp_pdp 

At this point I am asking myself, what's the likelihood of 3 people buying the same 
product of a shiny Bird Repellent Tape and a Magnetic Screen Door. Not very likely I 
think to myself, and so this discovery becomes Coincidence #5. 

Coincidence #5 - The product reviews for the two products are being submitted by 
the same people. 



Just Coincidences? 



To summarize again the 5 Coincidences I discovered while analyzing two Amazon 
products sold by apparently two different sellers are: 

Coincidence #1 - Both sellers have the same Seller About descriptions. 
Coincidence #2 - Both sellers are just selling one product. 
Coincidence #3 - Customers who have bought Magnetic Screen Door have also 
bought the Bird Repellent Tape. 

Coincidence #4 - Both products have near perfect 5 star ratings. 

Coincidence #5 - The product reviews are reviewed by the same people in the other 

products sold by apparent different sellers. 

At this point I'm trying to justify why a seller or organized group of sellers might 
want to do this for legitimate reasons. Perhaps, they have different business lines 
and want to sell on different stores. But what tipped me off was that the reviewers 
were the same in each of the products. 

So I decide to investigate even further and read the reviews more in detail. What I 
discovered next was mind blowing. Almost 80-90% of the ALL product reviews for 
Magnetic Screen Door and Bird Repellent Tape are submitted by the same people! 
Even more shocking is that the reviewer's product review history shows that the 
products they reviewed are the same and if you click on the product's page and the 
seller store of that product you will see just one product!!! 

For example these three additional products ALL have the same 1,2,3,4,5 
Coincidences: 

1. Rage Wireless Doorbell http://www.amazon.com/Wireless-Doorbell- 
Indicator-Installation- 

Apartment/dp/B00KXETL2Q/ref=sr 1 l?s=hi&ie=UTF8&qid=1411025056& 

sr=l-l&keywords=rage+doorbell 

An item sold by Rage Stores 

http://www.amazon.com/gp/aag/main?ie=UTF8&asin=&isAmazonFulfilled 

=l&isCBA=&marketplaceID=ATVPDKIKX0DER&orderID=&seller=AUOSSD30 

3DYYR 

As a single product store seller 

2. Garcinia Health Supplements http://www.amazon.com/GARCINIA- 
CAMBOGIA-LIONHEART-SUPPLEMENTS- 

SUPPRESSANT/dp/B00KUW2H54/ref=pd sim hi l?ie=UTF8&refRID=lNElJ 

I0F47NC3F6HE4Q7 

An item sold by LionHeart 

http://www.amazon.com/gp/aag/main?ie=UTF8&asin=&isAmazonFulfilled 



=l&isCBA=&marketplaceID=ATVPDKIKX0DER&orderID=&seller=A33R9MS 
DG958K5 as a single product store seller 

3. MobileMunky External Charger http://www.amazon.com/MobileMunky- 
External-Charger-Universal- 

anywhere/dp/B00L2RJIRG/ref=aag m pw dp?ie=UTF8&m=AHY8SVQ67YXI 
0 

An item sold by WildChild 

http://www.amazon.com/gp/aag/main?ie=UTF8&asin=&isAmazonFulfilled 
=l&isCBA=&marketplaceID=ATVPDKIKX0DER&orderID=&seller=AHY8SVQ 
67YXI0 as a single product store seller 

Conclusion 

As I read the reviews further and analyze the what Customers Who Bought This 
Item Also Bought, I discover that there are dozens maybe even hundreds of 
products that follow these 5 Coincidences, which are no longer coincidences but 
patterns - Patterns of Deception. So my conclusion is that there are many 
products being offered by the same seller or organized group of sellers and fronting 
as different sellers who have managed to garner 5 star product ratings through 
using the same network of people to give fake reviews. 

The pattern of deception is as follows: 

1] Setup single product under separate single seller named entities. 
2] Enlist network of verified reviewers to provide 5 star ratings across all the 
products 

With this pattern of deception the reviews generated will appear as if they 
submitted by random buyers on non-related items. Who would have known a Bird 
Repellent Tape and a Magnetic Screen Door are related. We know now they are not 
related by product but by the same seller. 

What was my motivation in investigating this you may ask? It was because I had 
purchased the Rage Doorbell and received a dud. I purchased this doorbell because 
of its high product rating and was tricked into buying a product with less than 
honest reviews. 

What I cannot confirm is how is this seller or organized group of sellers is able to get 
away with this? They must be using a network of different bank accounts and credit 
cards. My theory is that this deceptive practice is operated by a highly organized 
group of sellers. Imagine there is a secretive group of 100 sellers. These 100 sellers 
each have 1 product to sell. And since the sellers can also be buyers, they each 
purchase 99 products from the other sellers in the group. This will allow each of the 
100 sellers to garner 99 5-star reviews. Let me repeat it another way - each seller 



buys 99 products and gives 99 reviews, each seller receives 99 sales orders and 99 
reviews. It becomes a zero sum game for this ring of sellers, which allows them to 
get high product ratings, which in turn ensure high sales. 

If this is the case, it may be very difficult for Amazon to prove and thwart this type of 
devious deception because the generated transactions appear legitimate. It is 
disturbing on many levels, but mostly that unsuspecting buyers in the marketplace 
will be tricked into buying a product that is based on 5 star ratings that are fake and 
not to mention this brings unfair competition to the seller marketplace. I don't 
know if Amazon is already aware of this. I suspect not and that they have had the 
wool pulled over their eyes, because the 6 th coincidence I discovered is that the 
majority of these fake reviews by this one seller was generated during the period of 
June to September 2014. Amazon will have a tough time sorting this out. 



